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TO: Deputy Director {(Administration) o Cmm No,
HANAT 1.

THRU: Chief, 0 & M Service §

SUBJECT: Code Designetions

1. PROBLFM.

Waat can be done to tighten controls on the creation, sssignment 2
utilizetion and recording of code designations (aliases, pecudonyrin,
cryptonyus, digraphs and indicators)?

2, FACTS

4. Regulations of the former (fPice of dpeciel Operations and OPFfice
of rolicy Coordination prescribe procedures for control of code designstions,
No such Regulations or rrocedures exist for other gency components,

1,

v, 0O3C and OPC used &pmﬁximtely A5 of all code designations.

¢. Code designations are uwsed in commnications » in training, in covest
procurement and financial accounting, and in other phascs of Agency adminise
tration and operations. '

d. Certain code designotions hove legal connotations which preclude
their haphazard use,

¢, Code designations are being used excegsively. Oee Anpex “av.,

£, There is peed for coordination of procedures for utilization of code
designations. See .nnex "BY,

. There is need for centrelization of control of code designetions.
See .amex "¢,

g I & 5 hes surveyed the recording of code designotions and their five
naae counterparts in various Agency couponents and has recomended e tighiening
of security measures. )

3. DISCUSSION

8. Code designations are designed to rerfora only one function: disguisivg
covert or sensitive identities of persons, pleces, ugencies, projects, operctions
and other data which st be protected from general disclosure, They sbould be
used only when other sccurity measures are ingufticient,

Approved For Release 2001/04/23 : CIA-RDP57-00042A000100040001-4




Approved For Release 2001/04/23 : CIA-RDP57-00042A000100040001-4 - -

SECRET

o vEarraatie
oo Y Informa

(- W-ﬂmxumwmmmm
reduses slue a8 "Blinde", impairs Agency efficiency and
constitues & potentisl threet to security.

S» Q50 and GIC Begulstions provide for use of code designae
ticns, primerily in regerd to communications, OS50 Regulations
ussignoent, recording, utilisetion sud centrealisation of control
(in Fecords lotegraticn Staff) of code designetions,  Thase
Regulstions do not, and should nos, however, wusteblish broed
Ageticy policies, nor 40 they provide for the greatest poseidie
measures of control. Thus, in 080 and OPC, there has been
frequantly uvaimcessery wod excessive use of code designations,

._ Ampexee "B snd "C" indicete sweveness of s need for centrol,
’ ﬁum'z”mmm;mwmmmmm

4, Other Agency oomponents have had 0 rely upen hesrsey, uwpon
occasional inptructions from 080 and ORC Mwmkiatmu
utllisetion and conirol af code designations. In such components,
particularly, there is a misunderstanding of the dofinitions snd

- uses of code designations.

¢, Theve 1s o0 specific delegation of muthority to review
need for code desigrations end t0 restrein sxcessive use, While
There is sose centralisstion $n ares divisions, the suthority has
usually been delegmted at 0o low & lavel fur sffective conbrol,
bacomiag & purely slerical control.

fo Fxmsples of the potential dangers of uncontcelled use of
code desigoubions:

(1) heptasard crestion of alisses sad pseudonys. In
two casesn, it was discovered that the fictitious nmws crested
duplicatod true nesws of CIA covert esployecs.

(2) oweruse of code designations in commumications.
GMMMMMWMWW&'W
in coblies imwesursbly complicstes decipbering by addressess.
&MM?meww,m

resminder of the ¢ he messtge lmoedistely dise
closes the convealed identities, v

(3) Use of alisses instesd of peeudonyns. Pseudonyns ave
legal panes, for intrasigency purposes, snd can be used to
sign lagal docunents. Aliases ave inwalid Por this purpoee.
Pesudonyns have been used outeids CIA, thus comprowmising their
security; although only aliasses are designed for external use.
Other exsmples can be gited,
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8o m&wumwammmm
thelr trus name cownterparts is sa impartect factor in the
control of code designations, I1&3 bas conducted surveys and
wmm,amwm,mw
tmumnmmwmmwzw
mu,mmwmm. This system of filing
mnmmwwmwdenwm& iz
m:«ww,mmmuammmmmm
Wmmmmmvmm,mmw
common sewrce of identiftication is & centrel nusbering systen.
Swali a systex i» considered secure by I & 5.

S CONCLUSIONS, =~

B mmmmmmumumm‘ el
Wiwmwbemmuhunm@mxmﬁm.

b.  Agency cauponents in , . . A
mmﬁmmwn&uwmwm

.Nﬁ‘a‘v \M’S“‘n‘l maed for imr' ‘ sontrel in the crest:
pocurement, assigment, utllisstion sad recording of mmém
ticms. $his used is recogaised by all CIA componente.

5 ACTION RECOMNENDED,vs Tt i recommended Liat:
' xmm“,mwu:mmmmmmm

All elements of the Agency have unconditicoally eeancurred in thi
Wmmmmmmmmmxm,rm %

3 Attach.
Tobs A; B, C & D
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